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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2017 >5%2°

INTRODUCED BY MUNROE, DONAHUE, BOROWSKI, PROBST, DELLOSO,
SHUSTERMAN, CEPEDA-FREYTIZ, GERGELY, FRIEL, MADDEN, DALEY,
WAXMAN, HOHENSTEIN, O'MARA, GALLAGHER, PARKER, KENYATTA,
HILL-EVANS, KIM AND KAZEEM, FEBRUARY 20, 2024

AS AMENDED ON SECOND CONSIDERATION, HOUSE OF REPRESENTATIVES,
MAY 7, 2024
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AMENDING TITLE 50 (MENTAL HEALTH) OF THE PENNSYLVANIA <--
CONSOLIDATED STATUTES, PROVIDING FOR PROTECTION OF MINORS ON

SOCIAL MEDIA; AND IMPOSING PENALTIES.

The General Assembly of the Commonwealth of Pennsylvania

hereby enacts as follows:
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SECTION 1. TITLE 50 OF THE PENNSYLVANIA CONSOLIDATED
STATUTES IS AMENDED BY ADDING PARTS TO READ:
PART T

PRELIMINARY PROVISIONS

(RESERVED)

PART TT
MINORS
CHAPTER

10. PRELIMINARY PROVISIONS (RESERVED)

11. PROTECTING MINORS ON SOCIAL MEDIA

CHAPTER 10

PRELIMINARY PROVISIONS

(RESERVED)

CHAPTER 11

PROTECTING MINORS ON SOCIAL MEDIA

SUBCHAPTER

20240HB2017PN3072 - 18 -
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GENERAL PROVISIONS

SUBCHAPTER A

GENERAL PROVISIONS

B. HATEFUL CONDUCT PROHIBITED
C. CONSENT TO OPEN AN ACCOUNT
D. DATA

SEC.

1101. SCOPE OF CHAPTER.

1102. ILEGISLATIVE INTENT.

1103. DEFINITIONS.

§ 1101. SCOPE OF CHAPTER.

THTS CHAPTER RELATES TO PROTECTING MINORS ON SOCIAL MEDTA.

§ 1102.

LEGISTATIVE TINTENT.

THE GENERAL ASSEMBLY FINDS AND DECLARES AS FOLLOWS:

(1) SOCIAL MEDIA USE AMONG AMERICAN TEENAGERS IS NEARLY

UNIVERSAL. ACCORDING TO THE PEW RESEARCH CENTER, 95% OF TEENS

REPORT USING YOUTUBE AND 67% OF TEENS HAVE USED TIKTOK, WITH

16%

USING IT ALMOST CONSTANTLY.

(2) ACCORDING TO THE PEW RESEARCH CENTER, 54% OF TEENS

SAY IT WOULD BE DIFFICULT TO GIVE UP SOCTAT MEDIA ENTIRELY.

(3) SOCIATL MEDTIA USE IS LINKED TO NEGATIVE FEETLINGS

AMONG TEENS. A GROWING BODY OF RESEARCH, DESCRIBED IN THE

INTERNATIONAL JOURNAL OF ADOLESCENCE AND YOUTH AND ELSEWHERE,

HAS FOUND THAT INCREASED SOCIAL MEDIA USE IS ASSOCIATED WITH

GREATER RATES OF DEPRESSTION AND ANXIETY TN TEENS. ADDITIONAL

RESEARCH PUBLISHED IN THE CHILDREN AND YOUTH SERVICES REVIEW

DESCRIBE A TREND IN WHICH SOCIAL MEDIA USE CAN TRIGGER AND

ACCELERATE OFFLINE VIOLENCE.

(4) RATES OF SUTICIDE AND SELF-HARM AMONG AMERICAN

TEENAGERS HAVE GROWN DRAMATICALLY TN RECENT YEARS. THE

20240HB2017PN3072 - 19 -



1 CENTERS FOR DISEASE CONTROL AND PREVENTION HAVE FOUND THAT,

2 IN 2021, THREE IN FIVE GIRLS FELT PERSISTENTLY SAD AND
3 HOPELESS, WHILE MORE THAN ONE IN FOUR GIRLS REPORTED
4 SERTOUSLY CONSIDERING ATTEMPTING SUICIDE. THESE RATES HAVE
5 INCREASED SIGNIFICANTLY SINCE 2011.
6 (5) FEDERAL AND STATE POLICYMAKERS ARE BEGINNING TO
7 RECOGNIZE THE RISKS THAT SOCIAL MEDIA USE PLACE ON AMERICAN
8 YOUTH. A NUMBER OF RECENT POLICY PROPOSALS PROVIDE PARENTS
9 AND GUARDIANS OF TEENAGERS WITH GREATER OVERSIGHT OVER THEIR
10 CHILDREN'S SOCIAL MEDIA USE.
11 (6) IN MAY 2023, THE UNITED STATES SURGEON GENERAL
12 RELEASED A HEATLTH ADVISORY FINDING THAT "MORE RESEARCH IS
13 NEEDED TO FULLY UNDERSTAND THE TMPACT OF SOCIAL MEDIA;
14 HOWEVER, THE CURRENT BODY OF EVIDENCE INDICATES THAT WHILE
15 SOCIAL MEDIA MAY HAVE BENEEFITS FOR SOME CHILDREN AND
16 ADOLESCENTS, THERE ARE AMPLE TINDICATORS THAT SOCIAL MEDIA CAN
17 ALSO HAVE A PROFOUND RISK OF HARM TO THE MENTAL HEALTH AND
18 WELL-BEING OF CHILDREN AND ADOLESCENTS." THE ADVISORY
19 RECOMMENDS A RANGE OF POLICIES TO CONSIDER, INCLUDING
20 "POLICIES THAT FURTHER LIMIT ACCESS - IN WAYS THAT MINIMIZE
21 THE RISK OF HARM - TO SOCIAL MEDIA FOR ALL CHILDREN,
22 INCLUDING STRENGTHENING AND ENFORCING AGE MINIMUMS."
23 (1) IN ADDITION TO EMPOWERING PARENTS AND GUARDIANS TO
24 PROTECT CHILDREN AGAINST THESE RISKS, POLICYMAKERS ARE
25 ESTABLISHING MECHANISMS TO HOLD SOCIAL MEDIA COMPANIES
26 ACCOUNTABLE FOR HARM TO CHILDREN AND YOUTH.
27 (8) GREATER OVERSIGHT OF SOCIAL MEDIA PLATFORMS WILL
28 ENABLE FAMILTIES IN THIS COMMONWEALTH TO USE ONLINE TOOLS IN A
29 MORE PRODUCTIVE AND HEALTHY FASHION.

30 § 1103. DEFINITTONS.

20240HB2017PN3072 - 20 -
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THE FOLLOWING WORDS AND PHRASES WHEN USED IN THIS CHAPTER

SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

CONTEXT CLEARLY INDICATES OTHERWISE:

"ACCOUNT." ANY MEANS OF REGISTRATION BY WHICH AN TINDIVIDUAL

MAY ENGAGE TN ONE OR MORE FUNCTIONS OF A SOCIAL MEDIA PLATEFORM.

"DARK PATTERN." A USER INTERFACE DESIGNED OR MANTPULATED

WITH THE EFFECT OF SUBVERTING OR IMPATRING USER AUTONOMY,

DECISION MAKING OR CHOICE. THE TERM INCLUDES ANY PRACTICE THE

FEDERAL TRADE COMMISSION CATEGORIZES AS A DARK PATTERN.

"DELETE." TO REMOVE PERSONAL INFORMATION SUCH THAT THE

INFORMATION IS NOT RETRIEVABLE BY ANYONE AND CANNOT BE RETRIEVED

IN THE NORMAL COURSE OF BUSINESS.

"MINE." THE ACTIVITY OR PROCESS OF SEARCHING THROUGH LARGE

AMOUNTS OF INFORMATION FOR SPECIEFIC DATA OR PATTERNS.

"MINOR." EXCEPT AS PROVIDED IN SECTION 1131 (RELATING TO

DEFINITIONS), AN INDIVIDUAL WHO IS UNDER 16 YEARS OF AGE.

"ONLINE VIDEO GAME." A VIDEO GAME THAT CONNECTS TO THE

INTERNET AND ALLOWS A USER TO DO ANY OF THE FOLLOWING:

(1) CREATE AND UPLOAD CONTENT OTHER THAN CONTENT THAT TS

INCIDENTAL TO GAME PIAY, TINCLUDING CHARACTER OR LEVET DESTGNS

CREATED BY THE USER, PRESETIECTED PHRASES OR SHORT

INTERACTIONS WITH OTHER USERS.

(2) ENGAGE IN MICROTRANSACTIONS WITHIN THE GAME.

(3) COMMUNICATE WITH OTHER USERS.

"PERSONAL INFORMATION." AS DEFINED IN 15 U.S.C. § 6501

(RELATING TO DEFINITIONS) .

"PERSONALTZED RECOMMENDATION SYSTEM." A FULLY OR PARTIALLY

AUTOMATED SYSTEM THAT IS BASED ON A USER'S HISTORICAL ACTIVITY

DATA AND WHTICH SUGGESTS, PROMOTES OR RANKS TINFORMATION THAT IS

PRESENTED OR DISPLAYED TO USERS.

20240HB2017PN3072 - 21 -
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"SCHOOL ENTITY." A SCHOOL DISTRICT, INTERMEDIATE UNIT, AREA

CAREER AND TECHNICAL SCHOOL, CHARTER SCHOOL OR PRIVATE

RESIDENTIAL REHABILITATIVE INSTITUTION.

"SOCIAT MEDIA COMPANY." A PERSON THAT OWNS OR OPERATES ONE

OR MORE SOCIAT MEDIA PLATFORMS.

"SOCIAL MEDIA PLATFORM." A PUBLIC OR SEMIPUBLIC INTERNET-

BASED SERVICE, APPLICATION OR ONLINE VIDEO GAME THAT HAS USERS

IN THTIS COMMONWEALTH AND THAT MEETS ALL OF THE FOLLOWING

CRITERIA:

(1) A PRIMARY FUNCTION OF THE SERVICE, APPLICATION OR

ONLINE VIDEO GAME IS TO CONNECT USERS IN ORDER TO ALLOW USERS

TO INTERACT SOCTIATLLY WITH EACH OTHER WITHTIN THE SERVICE,

APPLICATION OR ONLINE VIDEO GAME, EXCEPT THAT A SERVICE,

APPLICATION OR ONLINE VIDEO GAME THAT PROVIDES EMATL OR

DIRECT MESSAGING SERVICES, CLOUD COMPUTING OR COMMERCIAL

TRANSACTIONS SHALL NOT BE CONSIDERED TO MEET THIS CRITERION

SOLELY ON THE BASIS OF THAT FUNCTION.

(2) THE SERVICE, APPLICATION OR ONLINE VIDEO GAME ALLOWS

USERS TO DO ALL OF THE FOLLOWING:

(1) CONSTRUCT A PUBLIC OR SEMIPUBLIC PROFILE FOR

PURPOSES OF SIGNING INTO AND USING THE SERVICE,

APPLICATION OR ONLINE VIDEO GAME.

(IT) POPULATE A LIST OF OTHER USERS WITH WHOM AN

INDIVIDUAL SHARES A SOCIAL CONNECTION WITHIN THE SYSTEM.

(ITT) CREATE OR POST CONTENT VIEWABLE BY OTHER

USERS, INCLUDING, BUT NOT LIMITED TO, ON MESSAGE BOARDS,

IN CHAT ROOMS OR THROUGH A LANDING PAGE OR MAIN FEED THAT

PRESENTS THE USER WITH CONTENT GENERATED BY OTHER USERS.

SUBCHAPTER B

HATEFUL CONDUCT PROHIBITED

20240HB2017PN3072 - 22 -
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SEC.

1111. DEFINITIONS.

1112. REPORTING INCIDENTS OF HATEFUL CONDUCT.

1113. CONSTRUCTION.

1114. PENALTIES.

§ 1111. DEFINITTONS.

THE FOLLOWING WORDS AND PHRASES WHEN USED IN THIS SUBCHAPTER

SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

CONTEXT CLEARLY INDICATES OTHERWISE:

"HATEFUL CONDUCT." THE USE OF A SOCIAL MEDIA PLATFORM TO

VILTFY, HUMILTATE OR INCITE VIOLENCE AGAINST A GROUP OR A CLASS

OF PERSONS ON THE BASIS OF RACE, COLOR, RELIGION, ETHNICITY,

NATTIONAL ORIGIN, DISABILITY, SEX, SEXUAL ORIENTATION, GENDER

IDENTITY OR GENDER EXPRESSION.

§ 1112. REPORTING INCIDENTS OF HATEFUL CONDUCT.

(A) MECHANISM.--A SOCIAL MEDIA PLATFORM THAT CONDUCTS

BUSINESS IN THIS COMMONWEALTH SHALL PROVIDE AND MAINTAIN A CLEAR

AND EASTLY ACCESSIBLE MECHANISM FOR INDIVIDUAL USERS TO REPORT

INCIDENTS OF HATEFUL CONDUCT. THE MECHANISM SHALL MEET ALL OF

THE FOLLOWING CRITERTA:

(1) BE CLEARLY ACCESSIBLE TO USERS OF THE SOCIAL MEDIA

PLATFORM AND EASILY ACCESSED FROM OTHER SOCIAL MEDIA

PLATFORMS' APPLICATIONS AND INTERNET WEBSITES.

(2) ALLOW THE SOCIAL MEDIA PLATFORM TO PROVIDE A DIRECT

RESPONSE TO A USER REPORTING AN INCIDENT OF HATEEFUL CONDUCT

FOR THE PURPOSE OF INFORMING THE USER ON HOW THE MATTER IS

BEING RESOLVED.

(B) POLICTIES.--A SOCIAL MEDIA PLATFORM SHATT HAVE A CLEAR

AND CONCTISE POLICY READILY AVATITABLE AND ACCESSIBLE ON THE

SOCIAL MEDIA PLATFORM'S INTERNET WEBSITE AND APPTL.ICATION, WHICH

20240HB2017PN3072 - 23 -
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SHALL INCLUDE HOW THE SOCIAL MEDIA PLATFORM WILL RESPOND AND

ADDRESS REPORTS OF INCIDENTS OF HATEFUL CONDUCT ON THE SOCIAL

MEDIA PLATEFORM.

§ 1113. CONSTRUCTION.

NOTHING IN THTIS SUBCHAPTER SHALL BE CONSTRUED:

(1) AS AN OBLIGATION IMPOSED ON A SOCIAL MEDIA PLATFORM

THAT ADVERSELY AFFECTS THE RIGHTS OR FREEDOMS OF AN

INDIVIDUAL, INCLUDING THE EXERCISE OF THE RIGHT OF FREE

SPEECH UNDER THE EFIRST AMENDMENT TO THE UNITED STATES

CONSTITUTION; OR

(2) TO ADD TO OR INCREASE THE LIABILITY OF A SOCIAL

MEDIA PLATFORM FOR ANY ACTION OTHER THAN THE FATLURE TO

PROVIDE A MECHANISM FOR A USER TO REPORT AN INCIDENT OF

HATEFUL CONDUCT TO THE SOCIAL MEDIA PLATFORM AND TO RECEIVE

A

RESPONSE TO THE REPORT FROM THE SOCIATL MEDIA PLATFORM.

§ 1114. PENALTIES.

THE ATTORNEY GENERAL SHALL IMPOSE A FINE ON A SOCIAL MEDIA

PLATFORM THAT KNOWINGLY VIOLATES THE PROVISIONS OF THIS

SUBCHAPTER IN AN AMOUNT NOT TO EXCEED $1,000 FOR EACH DAY THE

SOCTIAL MEDTA PLATFORM IS TN VIOLATTION OF THIS SUBCHAPTER. IN

DETERMINING WHETHER THE SOCIAL MEDTA PLATFORM IS IN VIOLATION OF

THIS SUBCHAPTER, THE ATTORNEY GENERAL MAY TAKE PROOF, CONSIDER

THE RELEVANT FACTS AND ISSUE SUBPOENAS IN ACCORDANCE WITH THE

LAWS AND RULES OF CIVIL PROCEDURE. A DETERMINATION BY THE

ATTORNEY GENERAL UNDER THIS SECTION SHALL BE SUBJECT TO THE

PROVISIONS OF 2 PA.C.S. CH. 7 SUBCH. A (RELATING TO JUDICIAL

REVIEW OF COMMONWEALTH AGENCY ACTION).

SUBCHAPTER C

CONSENT TO OPEN AN ACCOUNT

SEC.

20240HB2017PN3072 - 24 -
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1121. APPLICABILITY.

1122. AGE ASSURANCE.

1123. DUTIES OF SOCIAL MEDIA PLATFORMS AND COMPANTIES.

1124. REVOCATION OF CONSENT.

1125. VIOLATIONS.

§ 1121. APPLICABILITY.

THIS SUBCHAPTER SHALL APPLY TO ACCOUNTS OPENED ON OR AFTER

THE EFFECTIVE DATE OF THIS SECTION.

§ 1122. AGE ASSURANCE.

UTILIZING COMMERCIALLY AVAILABLE BEST PRACTICES, A SOCIAL

MEDIA PLATFORM SHALL MAKE COMMERCIALLY REASONABLE EFFORTS TO

VERTFY THE AGE OF USERS UPON THE CREATTION OF AN ACCOUNT, WITH A

LEVEL OF CERTAINTY APPROPRTIATE TO THE RISKS THAT ARISE FROM THE

INFORMATION MANAGEMENT PRACTICES OF THE SOCIAL MEDIA COMPANY, OR

APPLY THE ACCOMMODATIONS AFFORDED TO MINORS UNDER THIS CHAPTER

TO ALL ACCOUNT HOLDERS.

§ 1123. DUTIES OF SOCIAL MEDIA PLATFORMS AND COMPANIES.

(A) REQUIRED CONSENT.--A SOCIAL MEDIA COMPANY MAY NOT PERMIT

A MINOR RESIDING IN THIS COMMONWEALTH TO BECOME AN ACCOUNT

HOLDER ON A SOCTATL MEDIA PLATFORM UNLESS THE MINOR HAS THE

EXPRESS CONSENT OF THE MINOR'S PARENT OR LEGAL GUARDIAN. A

SOCIAL MEDIA PLATFORM MAY OBTAIN EXPRESS CONSENT FROM A MINOR'S

PARENT OR LEGAL GUARDIAN THROUGH ANY OF THE FOLLOWING MEANS:

(1) BY PROVIDING A COMPLETED FORM FROM A MINOR'S PARENT

OR LEGAL GUARDIAN TO SIGN AND RETURN TO THE SOCIAL MEDIA

PLATFORM VIA MATL OR ELECTRONIC MEANS.

(2) THROUGH A TOLL-FREE TELEPHONE NUMBER FOR A MINOR'S

PARENT OR TEGAL GUARDIAN TO CALTL.

(3) ALTOWING A MINOR'S PARENT OR LEGAL GUARDIAN TO

PROVIDE CONSENT BY RESPONDING TO AN EMATT.

20240HB2017PN3072 - 25 -
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(4) ANY OTHER COMMERCIALLY REASONABLE METHODS OF

OBTAINING CONSENT IN LIGHT OF AVAILABLE TECHNOLOGY.

(B) DOCUMENTATION.--A SOCIAL MEDIA PLATFORM SHALL MAINTAIN

DOCUMENTATION AS TO THE MANNER TN WHICH THE SOCIAT MEDIA COMPANY

HAS OBTATNED EXPRESS CONSENT FROM A MINOR'S PARENT OR TEGAL

GUARDIAN. THE SOCIAL MEDIA PLATFORM MAY DELETE THE DOCUMENTATION

WHEN THE MINOR IS NO LONGER A MINOR OR WITHIN THE ESTABLISHED

TIME FRAME BY THE SOCIAL MEDIA COMPANY FOR MAINTAINING DATA. THE

OFFICE OF ATTORNEY GENERAL SHALL DEVELOP A STANDARD FORM WITH

THE NECESSARY INFORMATION TO ALLOW A MINOR'S PARENT OR LEGAL

GUARDIAN TO PROVIDE CONSENT UNDER THIS SECTION.

(C) SOCTIAL MEDTIA COMPANTIES.--A SOCIAL MEDTA COMPANY SHALL

POST IN A CONSPICUOUS PLACE ON EACH OF THE SOCIAL MEDIA

COMPANY'S SOCIAL MEDIA PLATFORMS NOTICE THAT EXPRESS CONSENT BY

A MINOR'S PARENT OR LEGAL GUARDIAN SHALL BE REQUIRED PRIOR TO

OPENING AN ACCOUNT. AN ELECTRONIC CONSENT FORM ON A SOCIAL MEDIA

PLATFORM FOR THE PURPOSES OF THIS SECTION SHALL INCLUDE THE

NECESSARY INFORMATION ON THE FORM DEVELOPED BY THE OFFICE OF

ATTORNEY GENERAL UNDER SUBSECTION (B).

(D) FATIURE TO OBTAIN CONSENT.--TO THE EXTENT POSSTBLE, TF A

MINOR OPENS A SOCTAT MEDIA ACCOUNT WITHOUT EXPRESS CONSENT BY

THE MINOR'S PARENT OR LEGAL GUARDIAN, THE SOCIAL MEDIA COMPANY

SHALL, WITHTIN A REASONABLE TIME AFTER DISCOVERY OF THE FATLURE

TO OBTAIN THE EXPRESS CONSENT:

(1) SUSPEND THE SOCTIAL MEDIA ACCOUNT; AND

(2) NOTIFY THE MINOR'S PARENT OR LEGAL GUARDIAN THAT THE

MINOR HAS ATTEMPTED TO OPEN A SOCIAL MEDIA ACCOUNT WITHOUT

THETR CONSENT.

(E) SOCIAL MEDTIA ACCESS.--TO THE EXTENT POSSIBLE, A SOCIAL

MEDIA COMPANY SHALL PROVIDE A MINOR'S PARENT OR LEGAL GUARDIAN

20240HB2017PN3072 - 26 -
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WHO HAS GIVEN EXPRESS CONSENT FOR THE MINOR TO BECOME AN ACCOUNT

HOLDER WITH A MEANS FOR THE MINOR'S PARENT OR LEGAL GUARDIAN TO

INITIATE ACCOUNT SUPERVISTION. ACCOUNT SUPERVISION MAY INCLUDE:

(1) ALTOWING THE MINOR'S PARENT OR LEGAL GUARDIAN THE

ABITITY TO VIEW PRIVACY SETTINGS OF THE MINOR'S ACCOUNT; AND

(2) ALLOWING A MINOR THE OPTION OF PROVIDING

NOTIFICATIONS TO THE MINOR'S PARENT OR LEGAL GUARDIAN TF THE

MINOR REPORTS A PERSON OR AN ISSUE TO THE SOCIAL MEDIA

PLATFORM.

(F) NOTIFICATION.--A SOCIAL MEDIA PLATFORM SHALL PROVIDE

CLEAR NOTICE TO THE MINOR ON THE FEATURES OF THE MINOR'S ACCOUNT

TO WHICH THE MINOR'S PARENT OR TLEGAL GUARDIAN MAY HAVE ACCESS.

(G) NO ACCOUNT REQUIRED.--A SOCIAL MEDIA PLATFORM MAY NOT

REQUIRE A PARENT OR LEGAL GUARDIAN TO HAVE THE PARENT OR LEGAL

GUARDIAN'S OWN ACCOUNT AS A CONDITION OF A MINOR BEING ABLE TO

OPEN AN ACCOUNT.

(H) NOTICE OF ALLEGED VIOLATION.--A SOCIAL MEDIA COMPANY

SHALL DEVELOP AND POST NOTICE ON ITS PUBLICLY ACCESSIBLE

INTERNET WEBSITE OF THE METHODS, INCLUDING ELECTRONIC AND

TELEPHONIC MEANS, BY WHICH A MINOR'S PARENT OR LEGAL GUARDIAN

MAY NOTIFY THE SOCIAL MEDTIA COMPANY THAT THE MINOR HAS OPENED A

SOCIAL MEDIA ACCOUNT ON ITS SOCIAL MEDIA PLATFORM WITHOUT THE

REQUIRED CONSENT.

§ 1124. REVOCATION OF CONSENT.

(A) TIME.--A MINOR'S PARENT OR LEGAL GUARDIAN WHO HAS

PROVIDED EXPRESS CONSENT UNDER THIS SUBCHAPTER MAY REVOKE THE

CONSENT AT ANY TIME.

(B) SOCTIAL MEDTIA PLATFORM.--A SOCTAT, MEDIA PTLATFORM SHALL

TAKE REASONABLE STEPS TO PROVIDE A PARENT OR LEGAL GUARDIAN WHO

HAS PROVIDED EXPRESS CONSENT FOR A MINOR TO OPEN A SOCIAL MEDIA

20240HB2017PN3072 - 27 -



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

30

ACCOUNT WITH THE ABILITY TO REVOKE THE CONSENT.

(C) EFFECT OF REVOCATION.--A SOCIAL MEDITA PLATFORM THAT

RECEIVES A REVOCATION OF CONSENT UNDER SUBSECTION (A) SHALL, TO

THE EXTENT POSSTIBLE, WITHIN A REASONABLE TIME FRAME FROM RECETPT

OF THE REVOCATION, SUSPEND, DELETE OR DISABLE THE ACCOUNT OF THE

MINOR FOR WHOM CONSENT WAS REVOKED.

§ 1125. VIOLATIONS.

(A) ACTION.--THE ATTORNEY GENERAL SHALL HAVE JURISDICTION TO

BRING AN ACTION AGAINST A SOCIAL MEDIA COMPANY THAT KNOWINGLY,

INTENTIONALLY OR NEGLIGENTLY ALLOWS FOR A MINOR TO OPEN A SOCIAL

MEDIA ACCOUNT WITHOUT EXPRESS CONSENT OF THE MINOR'S PARENT OR

LEGATL GUARDIAN. THE ATTORNEY GENERAL MAY BRING MULTIPLE CASES AT

ONE TIME AGAINST A SOCIAL MEDTIA COMPANY FOR VIOLATTIONS OF THIS

CHAPTER.

(B) PENALTIES.——

(1) FOR A FIRST OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF A SINGLE MINOR, A CIVIL PENALTY NOT TO EXCEED $2,500.

(2) FOR A SECOND OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF THE SAME SINGLE MINOR UNDER PARAGRAPH (1), A CIVIL PENALTY

NOT TO EXCEED $5,000.

(3) FOR A THTIRD OR SUBSEQUENT OFFENSE FOR AN ACTION

BROUGHT ON BEHALFEF OF THE SAME SINGLE MINOR UNDER PARAGRAPH

(1), A CIVIL PENALTY NOT TO EXCEED $50,000.

(4) FOR A FIRST OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF MULTIPLE MINORS, A CIVIL PENALTY NOT TO EXCEED THE GREATER

OF $5,000,000 OR THE TOTAL NUMBER OF VIOLATIONS MULTIPLIED BY

THE MAXTMUM CIVIL PENALTY UNDER PARAGRAPH (1).

(5) IF A COURT OF COMPETENT JURISDICTION DETERMINES THAT

THERE HAVE BEEN REPEATED INTENTIONAL VIOLATIONS OF THTS

CHAPTER BY A SOCIAL MEDIA COMPANY, THE COURT MAY ENTER AN
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ORDER ENJOINING THE SOCIAL MEDIA COMPANY FROM OPERATING IN

THIS COMMONWEALTH.

(C) USE OF RECOVERED FEES.--CIVIL FEES COLLECTED UNDER

SUBSECTION (B) SHALTL BE DEPOSITED INTO THE SCHOOL SAFETY AND

SECURITY FUND TO BE USED EXCLUSTIVELY FOR MENTAL HEATTH-RELATED

SERVICES FOR SCHOOL ENTITIES.

(D) GOOD FAITH.--IT SHALL BE A DEFENSE TO AN ACTION UNDER

SUBSECTION (A) IF A SOCIAL MEDIA COMPANY ALLOWS FOR THE CREATION

OR OPENING OF AN ACCOUNT FOR A MINOR BASED ON A GOOD FATITH

BELIEF THAT THE MINOR HAS OBTAINED THE EXPRESS CONSENT REQUIRED

UNDER THIS SUBCHAPTER.

SUBCHAPTER D

DATA

SEC.

1131. DEFINITTIONS.

1132. PROHIBITIONS.

1133. VIOLATIONS.

1134. REMOVAL.

§ 1131. DEFINITIONS.

THE FOLILOWING WORDS AND PHRASES WHEN USED IN THTIS SUBCHAPTER

SHATLT HAVE THE MEANINGS GIVEN TO THEM IN THTIS SECTION UNLESS THE

CONTEXT CLEARLY INDICATES OTHERWISE:

"MINOR." AN INDIVIDUAL WHO IS UNDER 18 YEARS OF AGE.

"PRECISE GEOLOCATION." DATA THAT IS DERIVED FROM A DEVICE

AND USED OR INTENDED TO BE USED TO LOCATE A CONSUMER WITHIN A

GEOGRAPHIC AREA THAT TS EFQUAL TO OR LESS THAN THE ARFEA OF A

CIRCLE WITH A RADIUS OF 1,850 FEET.

"PROCESS" OR "PROCESSING." TO CONDUCT OR DIRECT AN OPERATION

OR A SET OF OPERATTIONS PERFORMED, WHETHER BY MANUAL OR AUTOMATED

MEANS, ON PERSONAL DATA OR ON SETS OF PERSONAL DATA, INCLUDING
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THE COLLECTION, USE, STORAGE, DISCLOSURE, ANALYSIS, DELETION,

MODIFICATION OR OTHERWISE HANDLING OF PERSONAL DATA.

"QUALIFIED INDIVIDUAL." ANY OF THE FOLLOWING:

(1) A PARENT OR GUARDIAN OF A MINOR.

(2) AN ADULT INDIVIDUAL FROM WHOM DATA WAS COLLECTED

WHEN THE INDIVIDUAL WAS A MINOR.

"SALE," "SELL" OR "SOLD." THE EXCHANGE OF PERSONAL

INFORMATION FOR MONETARY CONSIDERATION BY THE BUSINESS TO A

THIRD PARTY. THE TERM DOES NOT INCLUDE:

(1) THE DISCLOSURE OF PERSONAL INFORMATION TO A

PROCESSOR THAT PROCESSES THE PERSONAL INFORMATION ON BEHALFE

OF THE BUSINESS.

(2) THE DISCLOSURE OF PERSONAL INFORMATION TO A THIRD

PARTY FOR PURPOSES OF PROVIDING A PRODUCT OR SERVICE

REQUESTED BY THE CONSUMER.

(3) THE DISCLOSURE OR TRANSFER OF PERSONAL INFORMATION

TO AN AFFILIATE OF THE BUSINESS.

(4) THE DISCLOSURE OF TINFORMATION THAT THE CONSUMER:

(1) INTENTIONALLY MADE AVAILABLE TO THE GENERAL

PUBLIC VIA A CHANNEL OF MASS MEDIA; AND

(I7) DID NOT RESTRICT TO A SPECIFIC AUDIENCE.

(5) THE DISCLOSURE OR TRANSFER OF PERSONAL INFORMATION

TO A THIRD PARTY AS AN ASSET THAT IS PART OF A MERGER,

ACQUISITION, BANKRUPTCY OR OTHER TRANSACTION IN WHICH THE

THIRD PARTY ASSUMES CONTROL OF ALL OR PART OF THE BUSINESS'S

ASSETS.

"TARGETED ADVERTISING." THE DISPLAYING OF ADVERTISEMENTS TO

A CONSUMER WHERE THE ADVERTISEMENT IS SELECTED BASED ON PERSONAL

INFORMATION OBTAINED FROM THAT CONSUMER'S ACTIVITIES OVER TIME

AND ACROSS NONAFFILTIATED WEBSITES OR ONLINE APPLICATIONS TO
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1 PREDICT SUCH CONSUMER'S PREFERENCES OR INTERESTS. THE TERM DOES

2 NOT INCLUDE:

3 (1) ADVERTISEMENTS BASED ON ACTIVITIES WITHIN A SOCTIAL
4 MEDIA PLATFORM'S OWN WEBSITES OR ONLINE APPLICATIONS;
5 (2) ADVERTISEMENTS BASED ON THE CONTEXT OF A CONSUMER'S
6 CURRENT SEARCH QUERY, VISIT TO A WEBSITE OR ONLINE
7 APPLICATION;
8 (3) ADVERTISEMENTS DIRECTED TO A CONSUMER IN RESPONSE TO
9 THE CONSUMER'S REQUEST FOR INFORMATION OR FEEDBACK; OR
10 (4) PROCESSING PERSONAL INFORMATION PROCESSED SOLELY FOR
11 MEASURING OR REPORTING ADVERTISING PERFORMANCE, REACH OR
12 FREQUENCY .
13 "THIRD PARTY." AN INDIVIDUAL OR IEGAL ENTITY, PUBLIC

14 AUTHORITY, AGENCY OR BODY, OTHER THAN THE CONSUMER, BUSINESS OR

15 PROCESSOR OR AN AFFILTIATE OF THE PROCESSOR OR THE BUSINESS.

16 § 1132. PROHIBITIONS.

17 (A) MINING.--A SOCIAL MEDIA COMPANY MAY NOT MINE DATA

18 RELATED TO A MINOR WHO HAS OPENED A SOCIAL MEDIA ACCOUNT,

19 NOTWITHSTANDING IF THE ACCOUNT WAS OPENED WITH THE EXPRESS

20 CONSENT OF THE MINOR'S PARENT OR LEGAL GUARDIAN. THIS SUBSECTION

21 SHALL NOT APPLY TO ANY OF THE FOLLOWING:

22 (1) DATA REGARDING AGE AND LOCATION FOR PURPOSES OF

23 PERSONALIZED RECOMMENDATIONS RELATED TO AGE-APPROPRIATE

24 CONTENT.

25 (2) THE MINING OF DATA NECESSARY TO PROTECT MINORS FROM
26 VIEWING HARMEUL CONTENT.

27 (3) MINING OF DATA WHICH IS ADEQUATE, RELEVANT AND

28 REASONABLY NECESSARY IN RELATION TO THE PURPOSE FOR WHICH THE
29 DATA IS PROCESSED, AS DISCLOSED.

30 (B) SATE OF DATA.--A SOCIAL MEDIA COMPANY MAY NOT SELL OR
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PROFIT FROM PERSONAL INFORMATION RELATED TO A MINOR WHO HAS

OPENED A SOCIAL MEDIA ACCOUNT, OR ENGAGE IN TARGETED ADVERTISING

BASED ON A MINOR'S AGE, GENDER OR INTERESTS, NOTWITHSTANDING TIF

THE ACCOUNT WAS OPENED WITH THE EXPRESS CONSENT OF A MINOR'S

PARENT OR TEGAL GUARDIAN.

(C) PERSONALIZED RECOMMENDATIONS.--A SOCIAT MEDIA PLATFORM

MAY PROVIDE A PROMINENT, ACCESSIBLE AND RESPONSIVE TOOL FOR A

USER WHO IS A MINOR TO OPT IN OF THE USE OF SEARCH AND WATCH

HISTORY FOR USE IN PERSONALIZED RECOMMENDATION SYSTEMS. A SOCIAL

MEDIA PLATFORM MAY NOT USE A PERSONALIZED RECOMMENDATION SYSTEM

UNLESS A MINOR OPTS IN.

(D) PROCESSING BY DEFAULT.--A SOCTAT MEDIA PTLATFORM MAY NOT

PROCESS THE PRECISE GEOLOCATION INFORMATION OF A MINOR BY

DEFAULT UNLESS THE PROCESSING OF THE PRECISE GEOLOCATION

INFORMATION:

(1) IS STRICTLY NECESSARY FOR THE SOCIAL MEDIA COMPANY

TO PROVIDE THE SERVICE, PRODUCT OR FEATURE REQUESTED BY THE

MINOR CONSUMER; OR

(2) IS ONLY FOR THE AMOUNT OF TIME NECESSARY TO PROVIDE

THE SERVICE, PRODUCT OR FEATURE.

(E) CONSPICUOUS SIGNAL.--A SOCIAL MEDIA PLATFORM MAY NOT

PROCESS THE PRECISE GEOLOCATION INFORMATION OF A MINOR WITHOUT

PROVIDING A CONSPICUOUS SIGNAL TO THE MINOR CONSUMER FOR THE

DURATION OF THE PROCESSING.

(F) DARK PATTERNS.-—-A SOCIAL MEDIA PLATFORM MAY NOT USE DARK

PATTERNS.

(G) UNKNOWN ADULT CONTACT.--A SOCIAL MEDIA PLATEFORM MAY NOT

PERMIT, BY DEFAULT, AN UNKNOWN ADULT TO CONTACT A MINOR CONSUMER

ON THE SOCIAL MEDTIA PLATFORM WITHOUT THE MINOR CONSUMER FTIRST

INITIATING THE CONTACT.
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§ 1133. VIOLATIONS.

(A) ACTIONS.--THE ATTORNEY GENERAL SHALL HAVE JURISDICTION

TO BRING AN ACTION AGAINST A SOCIAL MEDIA COMPANY THAT

KNOWINGLY, INTENTIONALLY OR NEGLIGENTLY VIOLATES A PROHIBITTION

UNDER SECTION 1132 (RELATING TO PROHIBITIONS).

(B) PENALTIES.——

(1) FOR A FIRST OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF A SINGLE MINOR, A CIVIL PENALTY NOT TO EXCEED $10,000.

(2) FOR A SECOND OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF THE SAME SINGLE MINOR UNDER PARAGRAPH (1), A CIVIL PENALTY

NOT TO EXCEED $50,000.

(3) FOR A THTRD OR SUBSEQUENT OFFENSE FOR AN ACTION

BROUGHT ON BEHALF OF THE SAME SINGLE MINOR UNDER PARAGRAPH

(1), A CIVIL PENALTY NOT TO EXCEED $500,000.

(4) FOR A FIRST OFFENSE FOR AN ACTION BROUGHT ON BEHALF

OF MULTIPLE MINORS, A CIVIL PENALTY NOT TO EXCEED THE GREATER

OF $50,000,000 OR THE TOTAL NUMBER OF VIOLATIONS MULTIPLIED

BY THE MAXIMUM CIVIL PENALTY UNDER PARAGRAPH (1).

(5) FOR A VIOLATION OF PARAGRAPHS (1), (2), (3) AND (4),

A COURT OF COMPETENT JURISDICTION MAY ORDER DATA COLLECTED AS

A RESULT OF A VIOLATION OF A PROHIBITION UNDER SECTION 1132

TO BE SCRUBBED AND REMOVED FROM THE INTERNET. THE COST OF

REMOVAL SHALL BE PATID BY THE SOCIAL MEDIA COMPANY.

(6) IF A COURT OF COMPETENT JURISDICTION DETERMINES THAT

THERE HAS BEEN REPEATED INTENTIONAL VIOLATIONS OF A

PROHIBITION UNDER SECTION 1132 BY A SOCIAL MEDIA COMPANY, THE

COURT MAY PROHIBIT THE SOCIAL MEDIA COMPANY FROM OPERATING

ACCOUNTS FOR MINORS TN THTS COMMONWEATLTH.

(C) USE OF RECOVERED FEES.--CIVIL FEES COLLECTED UNDER THTS

SECTION SHALL BE DEPOSITED INTO THE SCHOOL SAFETY AND SECURITY
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FUND TO BE USED FOR MENTAL-HEALTH-RELATED SERVICES FOR SCHOOL

ENTITIES.

(D) GOOD FAITH.—--IT SHALL BE A DEFENSE TO AN ACTION UNDER

SUBSECTION (A) TF A SOCIATL MEDIA COMPANY TAKES GOOD FATITH

ACTIONS TO LIMIT THE PERSONAL INFORMATION MINED FROM A MINOR OR

ACTS IN GOOD FATTH TO PROHIBIT THE SALE OF PERSONAL INFORMATION

OF A MINOR.

§ 1134. REMOVAL.

(A) PROCESS.--IN RESPONSE TO A REQUEST FROM A QUALIFIED

INDIVIDUAL, A SOCIAL MEDIA PLATFORM SHALL PROVIDE SUCH

INDIVIDUAL THE ABILITY TO CORRECT OR DELETE PERSONAL INFORMATION

THAT THE QUALIFTIED INDIVIDUAL HAS PROVIDED TO THE SOCTAT MEDIA

PLATFORM OR THAT THE SOCIAL MEDIA PLATFORM OBTAINED ABOUT THE

QUALTFTED TINDIVIDUAL. DETDENTIFIED INFORMATION MAY BE CONSIDERED

DELETED FOR PURPOSES OF THIS SUBCHAPTER.

(B) FULFILLING REQUESTS.--TO HELP FULFTLL REQUESTS FROM A

QUALTFTIED INDIVIDUAL, A SOCIAL MEDIA PLATEORM MAY:

(1) REQUIRE THE QUALTFIED INDIVIDUAL TO REASONABLY

IDENTTIFY THE ACTIVITIES TO WHICH THE QUALIFTIED INDIVIDUAL'S

REQUEST RELATES; AND

(2) PROVIDE AUTOMATED TOOLS THAT ALLOW QUALTFTIED

INDIVIDUALS TO CORRECT OR DELETE PERSONAL INFORMATION UNDER

SUBSECTION (A).

(C) NOTICE.--A SOCIAL MEDIA PLATFORM THAT HAS MINED OR

COLLECTED PERSONAL INFORMATION FROM A MINOR OR RETAINS PERSONAL

INFORMATION ABOUT A MINOR SHALL PROMINENTLY DISPLAY NOTICE ON

THE WEBSITE OF HOW A QUALIFIED INDIVIDUAL CAN REQUEST THAT THE

SOCIAL MEDTA PLATFORM DELETE PERSONAL TINFORMATTION IN THE

POSSESSTION OF THE SOCIAL MEDTIA PLATFORM THAT WAS COLLECTED FROM

OR ABOUT THE INDIVIDUAL WHEN THE INDIVIDUAL WAS A MINOR.
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(D) DELETION.--UPON A REQUEST OF A QUALTFIED INDIVIDUAL, A

SOCIAL MEDIA PLATFORM SHALL, NO LATER THAN 30 DAYS AFTER THE

REQUEST, DELETE PERSONAL INFORMATION IN THE POSSESSION OF THE

SOCIAL MEDTA COMPANY THAT WAS MINED OR COLLECTED FROM OR ABOUT

THE INDIVIDUAL WHEN THE TNDIVIDUAL WAS A MINOR.

(E) CONFTRMATTION.--WITHIN 90 BUSINESS DAYS OF PERSONAL

INFORMATION BEING DELETED BY THE SOCIAL MEDIA COMPANY, THE

SOCIAL MEDIA COMPANY SHALL PROVIDE, BY WRITTEN COMMUNICATION,

NOTICE TO THE OQUALTFIED INDIVIDUAL THAT PERSONAL INFORMATION HAS

BEEN DELETED.

(F) VIOLATIONS.--A SOCIAL MEDIA COMPANY THAT FAILS TO DELETE

PERSONAL INFORMATION WHEN A REQUEST TO DELETE PERSONAL

INFORMATION IS MADE BY A QUALIFTIED INDIVIDUAL SHATLL BE STRICTLY

LIABLE FOR A CIVIL PENALTY OF $10,000 PER DAY PER WEBSITE UNTIL

THE PERSONAL INFORMATION HAS BEEN REMOVED. IF A SOCIAL MEDIA

COMPANY HAS RECEIVED CONSENT FROM A PARENT OR GUARDIAN TO

COLLECT PERSONAL INFORMATION OF A MINOR, THE CONSENT SHALL BE AN

ABSOLUTE DEFENSE TO A VIOLATION OF THIS SECTION. THE ATTORNEY

GENERAL SHALL HAVE EXCLUSIVE JURISDICTION TO BRING AN ACTION

UNDER THTIS SECTION.

SECTION 2. THIS ACT SHALL TAKE EFFECT IN 18 MONTHS.
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